The global expansion of the Internet has brought many challenges to the field of geopolitics. According to the definition of Yves Lacoste, geopolitics studies rivalries of power and influence over a territory at various levels of analysis [Lacoste 1993] . It analyses the dynamics of a conflict over a territory, the contradictory representations and strategies of the stakeholders to assert control and appropriation of the territory, and how these stakeholders defend their interests within this territory.
the automated processing of digital data -and the "space" it generates, a space of interactions and confrontations between multiple stakeholders. Cyberspace is sometimes represented as a structure composed of three -or more-superposed layers (the physical, logical, and informational layers) which are somewhat permeable and interact with each other. The physical layer composed of cables, servers and other physical equipment, is the material infrastructure of cyberspace, grounded in the physical territory. Therefore, it can be well understood and easily mapped with the traditional tools of political and physical geography. The two other layers are more challenging and require interdisciplinary work as geopolitical questions emerge from technical questions which in turn raise other strategic issues.
This paper focuses on the logical layer through an analysis of the structure of connectivity and the Border Gateway Protocol. The information layer has already been the object of much attention in the 2010s due to jihadist propaganda and manipulations of information in the context of elections, eventually leading to innovative cartographies of social networks and of the modes of content propagation [Howard et al. 2018 ; Limonier 2017] . The strategic dimension of the BGP architecture and data routing, however, has been given much less attention in the scientific literature.
The Border Gateway Protocol (BGP) which determines the routes the data takes, as we will see below, has been leveraged for many purposes: 1) by stakeholders to control the flow of information through routing traffic over specific paths 2) by countries to block the access to some contents or exclude some users from the Internet (going up to fully disrupting the internet) or for active malicious and strategic purposes such as hijacking traffic from other countries or attacking their infrastructure.
Because of its complexity and relative lack of transparency, the BGP architecture makes it possible for actors to develop indiscernible strategies and to largely mask their behaviours.
The article "Understanding the Network Level Behaviour of Spammers" [Anirudh and Feamster 2006] showed that traffic diversions have been used by spammers on the network. Since then, numerous studies [Vervier, Thonnard and Dacier 2015; Butler et al 2010] have revealed some inherent fragilities in BGP.
Several countries have opted for a network architecture facilitating the definition of a BGP strategy. The goal of this study is to characterize objectively the different strategies adopted by the main decisionmakers in a chosen region, to link them to current connectivity architectures and to understand their resilience in times of crisis. Our hypothesis is that there are clear bridges connecting the network architecture with the implementation of a BGP, that uncovers the strategy of stakeholders at a national level.
Several articles have explored nation state strategies involving BGP. Edmundson et al. [2018] elaborate a methodology based on traceroutes quantifying the importance of specific set of nations for the global routing. Karlin et al. [2009] describes on a coarse level the impact of the extra-territorial Internet routing and the associated risk in terms of sovereignty. Wahslich et al. [2012] develop a taxonomy of the ASlevel connectivity which aims at understanding the role of the main actors of the connectivity in Germany.
We chose to focus on the case of Iran for two reasons. First, from a technical standpoint, Iran presents an interesting BGP architecture and holds a central position in the connectivity of the Middle East, the region of the world that has seen the largest growth in Internet penetration over the past decade [Gelvanovska, Rogy and Rossotto 2014] . Second, from a geopolitical point of view, Iran is a major actor in the Middle East and at the center of several ongoing geopolitical rifts. The withdrawal of United States troops from Iraq in 2011 allowed Iran to become a more important player in the region and the country clearly aspires to become an undisputed major regional power [Giblin 2018 ]. This desire involves consolidating domestically the stability of the regime while asserting its power on the regional scene.
Due to its geographical situation and its long history, Iran lies at a "crossroads of [different] worlds" [Wright 2000 ]. The country has a singular position in the Middle East. Geographically it is at the intersection of several geopolitical spaces: the Caucasus, Central Asia, the Indian peninsula and the Arabic sphere. Moreover, the Persian language and its culture are singular elements surrounded by the Arabic, Turkish and Hindu blocks. Iran is the main stronghold of Shiism, which is a minority in most of Middle Eastern countries beyond Iran, Iraq and Azerbaijan. Noticeably, this component isolates Iran.
The succession of invasions and foreign interferences has led to the emergence of a strong desire for autonomy and a persistent fear for its national security. Iran is also an heir to a long imperial history that shapes its nationalism, a fiery pride that legitimizes its desire to be the dominant nation in the Middle East. The theocratic nature of the regime, along with the ongoing power struggle with the United States, Saudi Arabia and Israel and the precedent given by the StuxNet attack, have driven the Iranian government to consider the Internet as a strategic element that can be both a major source of risk but also a strategic asset to spread its influence. In this context, the organization of the networks on the Iranian territory can help to understand the different dimensions of the Iranian strategy.
Our observations make it possible to infer three ways in which Iran could have deliberately used BGP to achieve its strategic goals: the pursuit of a self-sustaining national Internet with controlled borders; the will to set up an Iranian Intranet to facilitate censorship; and the leverage of connectivity as a tool of regional influence.
II) Materials and Methods:

Datasets
To support our observations, we used several datasets and statistical methods that we describe in this section.
Figure 1: Representation of all the ASes using the Force-Atlas 2 algorithm [Jacomy et al 2012]
Analysis of the Internet connectivity architecture through BGP
The Internet is, as its name suggests, a network of networks. It is made up of around 70,000 ASes, each identified by a unique number (see Figure n°1 ). Each AS consists in a set of routers and communication links managed by a single administrative authority that decides which routing policies to apply. Each AS owns a set of prefixes. A prefix represents a set of contiguous IP addresses that are assigned by a regional registry representative of the ICANN to the AS 5 . The largest AS is AS335 and belongs to Level 3 Parent LLC; it announced 1,328,298,841 IPv4 addresses in May 2019. It is then followed by AS721, owned by the US Department of Defence, with 89, 384, 192 addresses. In contrast, some ASes contain a single computer only. Each autonomous system has full control and authority on routing inside its network and over the access policy applied to traffic transiting through it. However, an AS have to interact with its neighbours in order to exchange traffic with them. If we compare the Internet to the globe, autonomous systems, or ASes, can be considered as countries, each with its own legislation and separated by borders.
ASes use specialized machines called routers to exchange packets and inform their neighbors about their routing policies. Two routers belonging to different ASes but connected to each other communicate via the Border Gateway Protocol (BGP). Through BGP, each router announces to its neighbours in other ASes whether they can access an IP address while passing through the AS to which it is attached. The paths followed by packets are therefore defined by BGP, which can be described as the glue holding together the Internet [Robine and Salamatian 2014] . The structure of the links between ASes is defined logically by BGP and not uniquely according to the physical connectivity. For that reason, BGP defines the "topology" of the ASes through their connectivity structure, relationships, dynamics and defines by extension the shape of cyberspace.
To enable the access to IP prefixes that are not belonging to them, ASes have to purchase transit services.
Although the arrangements between Internet Service Providers (ISPs) are complicated, there are commonly three types of possible relationships:
1. customer-to-provider (c2p) and provider-to-customer (p2c) 2. peer-to-peer (p2p) 3. sibling-to-sibling (s2s)
The first case corresponds to the scenario where one of the ASes is a customer who gains access to a transit AS (also known as Internet Service Provider, ISP) through a monetary contract. A p2p connection links two ISPs of equivalent size that agree to exchange freely some predefined amount of traffic, instead of defining two converse c2p contracts. Finally, a s2s link connects two ASes under the umbrella of a common administrative entity. A path connecting two prefixes is valid if all the ASes that the traffic passes through admit a connection of type 1, 2 or 3. When there are different possible paths, the AS determines which route to use to transport the traffic according to its own policy, which is unknown to an external observer [Luckier 2013] . The decision to announce a route and let traffic pass through an AS depends on the operator's commercial policy, its strategy, and the competitive environment he operates in as well as technical characteristics like delay or congestion. Thus, the path that packets take to move from one point to another may change according to the trade agreements and to the competition between economic or political actors. BGP is therefore a field of frictions between the different actors of the network.
Figure 2: Iran Kodro's AS (represented in yellow), its neighbours (in blue) and the neighbours of its neighbours
The BGP actor policies results into BGP connectivity patterns and topologies that are represented by AS level graphs. The graph in Figure n°2 shows the connectivity patterns and topology for AS50692, an AS belonging to the Iranian car manufacturer Iran Khodro. Each circle indicates an AS that relays Iran Khodro's connectivity announcements. These graphs that are used by routing algorithms contain technical information that is difficult to interpret for non-specialists. We can observe that while each of these ASes relates administratively to a given state, many of them extend far beyond their national territories and may even be the aggregation of machines at different geolocations.
III) Results : Iran, a case study
Iran's BGP Tree Architecture : a Strong Control at its Borders
We first looked at the architecture of Iran's ASes and the way they are connected to the rest of the world.
With a population of more than 80 million and an Internet penetration rate above 50 per cent, Iranians make up a significant share of Internet users in the Middle East. As shown in Figure n°5 , Iran consists in a total of 435 Ases in our inferred graphs. In terms of the number of ASes, Iran ranks 29th globally with 0.71 per cent (750 ASes) of the overall ASes allocated in the world. However, only 448 ASes, representing 68% of all ASes allocated to Iran, were advertised in the network and about 90 per cent of them contain less than 50 prefixes, which means that almost one third of all ASes allocated to Iran are not yet in use. More than 12,700,000 IP addresses are registered in Iran, ranking the country 32nd globally with about 0.35% of the whole IP addresses space in the world. Among these addresses, 98,5% IP are announced, which represents about 0.34 per cent of the entire announced IP addresses 6 .
In Figure n°3 , the AS architecture shows the major Iranian ASes (ASes that advertising at least 5 prefixes) along with their international neighbours and the importance of their connections. In this graph, we discard edges which are often not operated (because they are used as backup links or for private peering), Figure n°3 provides interesting insights. Our first observation is the relative lack of direct connectivity between Iran and most of its neighbouring countries. For example, there is no direct connectivity from Iran to Saudi Arabia, Bahrain or Kuwait. While there is indeed a possibility of communication between these countries, it goes through intermediary network providers, mainly attached to the US or the UK.
This de facto situation clearly results from a geopolitical situation which has led to minimal economic interactions and infrastructure development between Iran and most of its neighbouring countries (except Qatar, Oman and Turkey).
Figure 3 : Simplified representation of the Iranian ASes
Furthermore, there are only two Iranian ASes that connect most of Iran traffic to the rest of the world:
the Information Technology Company (ITC -AS12880) and the Telecommunication Infrastructure Company (TIC -AS48159), which therefore play a key role at the border of the network. ITC is under the aegis of the Ministry of Information and Communication Technologies of Iran and the Telecommunication Infrastructure Company is directly affiliated to the ICT. This shows that Iran has built its architecture around the idea of a self-sustaining national Internet, connected to the global Internet by two highly controlled ASes.
The Iranian network appears to follow a tree. We can delineate (1) a trunk consisting of highly interconnected government owned ASes which lead the path to foreign networks, and (2) branches managed by private ISPs. While these branches are well connected to each other they do not have a great diversity of paths linking their traffic to the outside and they have to pass through the trunk. Such a backbone allows Iran to control the information exchanges with international network since all traffic goes through government ASes that may very well decide to stop it. There is a bottleneck between the Iranian Internet and the rest of the Internet; and the government ASes ITC and TIC play the role of gatekeepers that control the access to foreign content and decide what traffic passes through Iran.
Figure 4 : Zoom into the Iranian BGP landscape
Zooming onto the Iranian AS ecosystem (Figure n°4 ), we can notice that the most central ASes are almost evenly disseminated within the network. The domestic network is therefore not centralized. Respina (AS42337) is the most central ISP, connecting to more than 100 ASes. We also notice that TIC is underrepresented within Iran's connectivity graph despite the fact that it plays a fundamental role as a connection to the rest of the network as we have seen in Figure n°3 , i.e., internal ASes are not directly connected to TIC but rather connected through proxies that aggregate the traffic and eventually implement filtering (content censorship as will be described later).
As a first and simple comparison, we present in Table n°1 the number of external and internal BGP connections of Iran and other comparable countries in the Middle-East. We observe that Iran has a relatively larger proportion of internal connections, i.e. connections linking two ASes within the he same country, as opposed to Israel, for example, that has a larger proportion of external connections. This gives some leads into observing that the Iranian domestic network architecture is different from other countries and that this difference is likely caused by strategic decisions and design. While, the above descriptions
give some elements for understanding the overall structure of the Iranian domestic network and comparing it to other countries', they are not sufficiently refined to provide a detailed comparative analysis with other countries. In the next section we will derive the complexity score to get a more precise picture. 
Conversely, local connections are links within the same country
A Complex Network : low government control but strong resilience and opacity
In order to have a better understanding of the architecture and the dynamics of the network, we use the complexity score initially developed by Berkman Center of Internet and Society [Roberts et al 2011] .
This metric captures the complexity of the network within a country by looking at the diversity of the announcements of IP addresses assigned to the country. A country where all or a major part of the available IP addresses visible from the outside 7 belong to a limited number of ASes will have a low complexity score. This means that internal actors have a limited choice of network providers. Inversly, a large diversity of IP addresses ownership by a large number of Ases is a sign of a more complex ecosystem within the country and the possibility of a larger set of potential routing paths through more providers to connect to each other or potentially to the global Internet if the AS connectivity structure allows.
As an illustrative example of a small network, let's suppose that a country wishing to implement a strong control of the Internet permits only one single AS to provide all IP addresses visible to the outside. This enables the country to exert a perfect control of the traffic, as it would be impossible to access the network 7 IP addresses visible from outside might be accessed from outside the domestic network, through announced BGP paths.
without passing through this AS. but it would entail a very fragile network both internally and externally as this AS would become a single point of failure.
1. A more complex network will be more resilient as the diversity of existing paths and visible address makes it possible to circumvent the potential points of failure. T 2. To achieve a more complex and therefore more internally resilient domestic network requires to increase the number of domestic ASes and enable their IP addresses to get access to the global We present the complexity metric calculated by the Berkman Center for Middle Eastern Countries in 2011 along with our own calculations for 2019. Our sources of data are slightly different from the one used by the original paper: we have used the full BGP connectivity graphs while [Roberts et al 2011] used CAIDA ISP relationship data alone. Table n°2 shows that, compared to other countries in the Middle East, Iran has a highly complex network with a great number of interactions between its ASes. The control value scores (see Table n°2 and Figure n°6 ) confirm the above results. In 9 countries out of 15, the control value is below 30%, meaning means that 90% of the traffic circulates through less than 1/3 of the network. In Saudi Arabia, Turkey, Egypt and Israel, the level of centralization is particularly high, with a control value close to 10%. This architecture concentrates traffic onto a few ASes, making the network vulnerable to traffic congestion, potential failures or cyberattacks toward these few ASes.
This architecture however does facilitate control of content and users within the boundaries of the network. Iran, on the other hand, has a much higher complexity score and therefore a much lower level of centralization, with a much higher control value close to 35%. This means that the connectivity inside Iran is better distributed among the existing ASes. However, it does imply that there are more Ases connected to the global Internet.
For the case of Iraq and Afghanistan, we observe control values over 50%, which reflects the lack of strong central authority that can control and shape the architecture of the domestic network. There are therefore mutliple points of connection to the global Internet. It is noteworthy that even if Israel and Turkey have relatively large complexity score, their control value is much lower than in Iran, showing that these two countries have a stronger control grip over their national network infrastructure, and this despite the fact they have a larger number of connections to foreign countries.
These trends reflect different representations of Internet Sovereignty and different strategies of control.
In Iran, the emphasis is put on the control at the border of the domestic network, while there are more alternative paths for traffic flow within its borders. Whereas most Middle Eastern countries have obviously increased the centralization of their domestic networks to better control Internet users. Most domestic traffic is forced through a few controlled ASes, with the risk of creating domestic congestion and low resilience. Iran instead has managed to ensure a robust internal connectivity while maintaining the ability to isolate its network from the global Internet, in a way that does not imply congestion into central ASes.
The above discussion shows that Iran has succeeded in building a national network that reconciles two seemingly incompatible properties. On one hand, Iran domestic network is highly resilient with a relatively large number of ASes and a rich ecosystem of internal paths. On another hand this network is strongly under control with all the outgoing traffic flowing through two main government owned ASes and a relatively low control value. Iran has therefore managed to isolate its network from the global Internet while ensuring a robust internal connectivity, in a way that does not imply congestion into central
ASes. The bottleneck therefore occurs externally.
This implies that the Iranian network could completely cut off access to the rest of the Internet for Iranian users and isolate its network without modifying its internal state. Moreover, Iran, through its rich domestic network, can modulate the level of disconnection according to its interests and strategic objectives. A complete disconnection of the Internet comes with high collateral economics costs but partial or temporary disconnection could bear some advantages. From this perspective the Iranian network architecture is becoming similar to the Chinese one, with the notable fact that this evolution has happened relatively quickly.
In contrast, other Middle Eastern countries have strongly decreased the complexity of their domestic network in order to achieve a better control of it but at the cost of a higher risk of disruption and lower resilience that can results from domestic congestion, accidental failures or, worse, cyberattacks.
An analysis conducted by Mahsa Alimardani demonstrated the clear impact of the Stuxnet attack -
believed to be a cyber weapon jointly developed by the United States and Israel against the nuclear facilities of Natanz -on the sensitivity of Iran to the resilience of its network and by extension the creation of new ASes [Alimardani 2019 ]. The ongoing international embargoes in the past decade have also driven the Iranian government to develop the Iranian National Information Network project 8 that can work as an Intranet separated from the global Internet. Moreover, the clearly declared willingness of the Iranian government to protect its national Internet from foreign interference and the censorship implemented in Iran are all strong signs of the existence of a strategy of control that might motivate the previously described architecture. Over the past ten years, Iran has indeed increased its AS fleet at great speed and far ahead of its competitors in the Gulf. Figure n°7 shows the evolution of the number ASes in Iran from 2009 to 2018 (in pink) and the share of ASes announced in Iran compared with the rest of the World (in green). Managing an AS being a relatively technical job that requires a good level of expertise. This evolution therefore demonstrates that Iran has been able to gather the economic and technical resources necessary to manage this high number of ASes.
In this section we have demonstrated how Iran's BGP architecture can facilitate control at the border.
The following section will document how BGP has obviously been actively used as a tool of censorship by the regime.
Figure 6: Control value of the Networks in Middle Eastern Countries in May 2019
BGP as a Tool of Censorship: The Dream of a "Halal" Internet
As the Iranian authorities work towards the creation of a "halal" Internet -meaning a domestic Intranet-it implies the establishment of a particularly sophisticated censorship system in Iran. As of 2012, an average of 27% of internet sites were blocked [Shaheed 2014 ]. If we look at the details of the blocked domains, we note that a large majority are news media and websites dealing with human rights issues. The most censored category of websites is unsurprisingly pornographic content. It is interesting to note that more than 50 per cent of the most visited websites across the world are not accessible to Iranian Internet users [Tor Blog 2011] .
It is also very important to consider that content access control and censorship in Iran is not only caused by the actions of the Iranian government but increasingly it is implemented by foreign companies fearing to be in infraction with the Office of Foreign Assets Control (OFAC) of the American administration and implementing, sometimes even when waivers exists, nation scale bans to access their contents or services.
Some examples of these content access control that have been imposed, are IEEE [Brumfiel 2004] Meaning that traditional censorship had been distributed into the network close to customers and the responsibility to implement it is given to Internet Service Provider. Nonetheless, this approach does enable fast controlling action as adding a new filtering needs the cooperation of all ISPs and take time to propagate. But, Iran had, as an essential strategic goal, the possibility of global communication "kill switches" that would enable from a central point to disconnect all Internet connections or even mobile communications. Meaning that they would like to have solutions of immediate censorship of contents.
The specific domestic network architecture we describe above, along with mindful BGP manipulation provide the tools for achieving this goal.
Figure 7: Evolution of the number of ASes registered at RIPE in Iran and share of Iranian ASes among all countries. 11
In the forthcoming we will describe how the BGP architecture has been concretely used for censorship and also as an active tool for interfering with traffic. There are globally two classes of AS-related incidents : outages and hijacks. An outage happens when a prefix is no longer announced by any AS. It usually corresponds to a technical problem which is symptomatic of the fragility of an Internet Service Provider but the past few years have seen a rise in country-wide Internet Outages caused by national censorship [Dainotti et al 2011] .
A hijack is the illegitimate takeover of prefixes by corrupting Internet routing tables across the graph.
The traffic then follows paths that it should not be taking and transits through a new AS. This allows the new AS it crosses to analyse the nature of the traffic or to delete it. In practice, hijacks are not all malicious. They might result from unintentional misconfigurations, inducing a change on the path data follows over Internet. Hijacks are frequently unwanted and resulting from misconfiguration, but they are also used with censorship aims.
We show in Figure n°8 the relation between the number of ASes in different countries and the number of BGP related events, outages and hijacks, that has happened in this country. As can be seen there is roughly a direct relation between the number of ASes in a country and the number of observed outages. This is resulting from the fact that most of BGP event are configurations errors and the rate of these errors happening is roughly constant over all ASes regardless of their country. However, looking at the position of Iran in this Figure, we can observe that Iran is above the 95% regression confidence line, i.e., the likelihood that Iranian BGP events can be explained similarly to the bulk of other countries as random configuration errors is less than 5%. Only two other countries are similar to Iran in this respect, Indonesia and Colombia. But both these countries have a large number of maritime cables (coming from the Caribbean Sea for Colombia), and have mainly witnessed outages resulting from issues in these cables (accidental cable cuts, etc.). Iran is therefore over-represented in BGP events with respect to the size of its AS eco-system and this is a sign of Iran « mis »-using BGP for specific purposes.
Figure 8: Linear regression between the number of ASes and the number of BGP events. The different colors represent different regions of the World.
A focus on Iranian outages is particularly instructive of the Iranian strategy [Abdelberi et al 2014] . in January 2017, Iran had already adopted a holistic approach to censorship through the systematic elimination of any outgoing connection via BGP tampering and a suspension of the ASes' outgoing traffic 12 . This incident is not isolated. Iran experienced a wave of protests against the regime between December 2017 and January 2018. On January 1, 2018, BGPstream 13 detected that more than 44 per cent of the Iranian prefixes were no longer accessible and that a majority of Iranian ASes had disappeared from the BGP graphs, all of this while demonstrations were in full swing in the streets of the largest cities. By disabling a population's access to the Internet, Iran showed its aptitude in conducting a sophisticated form of Internet censorship. While the straightforward approach usually consists in physically disconnecting critical infrastructures, Iran's control over its network allowed a more elaborate approach based on BGP to disrupt the routing of packets. On June 26, 2019, more than 80% of Iran's ISPs were disrupted and disconnected. A more thorough BGP-level analysis showed us that around 8pm, ITC AS (AS 48159) stopped announcing most of its prefixes externally (which corresponds to 26% of all the Iranian prefixes) 14 . This led to a complete reshaping of the Iranian network with specific ASes reacting by changing their associated path to certain prefixes. Most users within the country started noticing slow speeds and disruptions to the overall Internet. Even more interestingly, some users on Twitter described the network as a "True National Internet" 15 as connections to local services were not as severely affected as connections to the global Internet 16 .
A very well documented case of this is BGP hijack by Pakistan Telecom 17 of You Tube in 2008. In January 2017, a similar event happened in Iran when the Iranian ITC took part in a hijack of prefixes that contained pornographic websites 18 . While the BGP hijack announcements were meant for the Iranian network solely, they got out of Iran because an ITC configuration error. The accidental announcement outside of the Iranian network spread the hijack throughout the network and suspended the activity of the pornographic websites on the entire Internet. This generated a reaction from the BGP traffic monitoring the services, such as BGPmon 19 and Dyn 20 , which led to a correction of these advertisements.
In July 2018, Iran hijacked the Telegram application traffic from all over the world and let it pass through
Iran 21
These examples illustrate how Iran « mis »-used BGP as a tool to intervene on the Internet and to control its character. In recent years, Iran has developed a highly opaque Internet which facilitates outages on a national scale such as the one we have just described. All in all, the control of the exit points of network makes it possible to hide most hijack operations within the network [Madory 2017 ]. For Iran, the controls at the borders allow not only to regulate the content entering the country but to manipulate the transit of the requests as well. The high complexity induces an extra-layer of thickness, this means that the traffic within the border appears to be foggy to an external observer. In the absence of monitors located within the country's network, getting a precise idea of the dynamic behind the route evolutions gets very tricky.
Most of the major censorship events originating from Iran such as the ones described earlier were visible only due to a configuration error that spread to foreign ASes.
Connectivity as a Tool of Influence ?
During its long history as an empire, Iran has leveraged its geopolitical position at the intersection of several major geopolitical ensembles. This position along with its cultural aura has given Iran an influence that goes beyond its current borders and immediate neighbors. The large-scale conversion of Iran in 16 th century to Duodecimal Shiism, a minority branch of Islam, has also been a major tool of influence. However, during the 19 th century Iran lost most of its territory and influence in Caucasus (through the Golestan Treaty) and in central Asia (through Turkamenchay Treaty) [Rashidvash 2012 ].
During the 20 th century the independence of Bahrain strongly undercut Iran's influence in the Persian During this period Iran began to improve its domestic infrastructures and in particular its telecommunication backbone [Barzegar 2008 ]. The improvement came with the deployment of a largescale fiber optic network, first between different large cities and thereafter even in rural regions. Based on this network, Iran developed a fiber optic industry and an expertise in deploying large distance cables 22 . This investment yield into the availability of a dense fiber connectivity networks from the west to the east and from the south to the north of Iran, putting the country in a strategic position to provide network connectivity to its neighboring countries and beyond.
Currently two major international cables cross the Iranian network: Europe-Persia Express Gateway (EPEG) and Trans-Asia-Europe (TAE). In addition, Iran has also access to the Fiber-Optic Link Around the Globe (FLAG) cable on its south via a direct connection to the UAE. The TAE cable runs from Azerbaijan Turkmenistan through the northern part of Iran, with an extension to Georgia and Azerbaijan.
Yet it has been mostly used to provide connectivity between Turkmenistan and Azerbaijan
Figure 9: Representation of connectivity among the Iraqi Kurdish ASes Al-Sard and IQ Networks, both using the Iranian AS ITC as an intermediary towards the rest of the Internet [Cowie 2010]
at a maximal capacity of 2.08 Gbps. The EPEG cable with a total length of approximately 10,000 km, 
Figure 10: Reduced representation of the Afghanistan graph in February 2018
Iran has leveraged on its domestic network and international connectivity to attract traffic from its neighboring countries. The Iraqi Kurdistan has depended on the connectivity of Iran for its access to the Internet between 2010 and 2012. This region in the north of Iraq gained a large level of autonomy from Baghdad after the Second Gulf War [Gunter 1993 ] and decided that its Internet traffic should through Iran. This decision was partly motivated by the desire to avoid transiting directly through Turkey and to follow a geographically closer path. This resulted into the emergence of new paths originating from Kurdish ASes, going through Iranian Ases to access the global Internet. We show in Figure n°9 some of these paths. The situation has since evolved and the majority of the Kurdish traffic transits now through Nowruz, an Iraqi AS, and Turkey. Yet part of the traffic still transits through Iran to access Azeri ASes 25 .
The evolution of routing in the Iraqi Kurdistan sheds light on how the geopolitical context shapes connectivity and reciprocally how the AS-level connectivity provides can be used as a tool in power relationships within the region.
Until the beginning of 2018 Afghanistan, another neighbor of Iran, was in a situation of dependency on Iran connectivity. Its network highly centralized around the AS Afghan Telecom AS59295, accessed the global Internet through the main Iranian AS (ITC), as shown on Figure n°10 . The architecture of the Afghanistan domestic network is the archetype of architectures where the failure of an AS or the blocking of Iran could lead to a complete blackout of the Afghan Internet. Thus, Iran plays a fundamental role in granting its economic partners an access to the global Internet and can use this access as a tool of influence 26 .
IV) Conclusion
This paper offers new perspectives on the use of BGP, routing policies and network architectures to understand the geography and geopolitics of cyberspace. We used an in-depth analysis of the Iran domestic network and its connectivity to the global Internet as a case study illustrating the use of the geopolitical approach to understand the strategic dimension of technical matters. Through the mere observation of BGP architecture and incidents, we identified several ways in which Iran could have deliberately used cyberspace to achieve its strategic goals of asserting its own power both domestically and more widely in the Middle East. Although technical observations alone cannot tell whether this resulted from a coordinated strategy from the regime, or not, it shows interesting features of the Iranian cyberspace and provides the regime with strategic assets, as well as vulnerabilities.
We demonstrated that Iran's BGP structure is organized around ASes controlled by the government that connect the domestic network to the global Internet, providing the government with an Internet "killswitch" to fully disconnect Iran from the global Internet. By limiting the number of ISPs and ASes directly connected to the outside network, Iran has created a frontier between its domestic network and the rest of the Internet. However, at the same time Iran has built a lively ecosystem of ASes with a rich set of paths within the country. The Iranian domestic network is therefore very resilient within its borders, due to its low level of centralization and high complexity. We compared the evolution of the Iranian network with other countries in the Middle-East and observed that while Iran is not the only country that have increased its control over its domestic network, it has succeeded in increasing its internal complexity along with increasing control. This later point distinguishes Iran from other countries in the Middle-East and demonstrates the existence of a strategy of control through the BGP architecture. We thereafter observed and evaluated how Iran has leveraged this domestic network structure both to implement an active strategy of censorship based on BGP hijacks and outages, and to attract traffic from their neighbors and emerge as a major connectivity provider in the middle east.
What is notable in our finding is that we used solely BGP and routing information in our analysis, illustrating how these tools are relevant to develop a geopolitical analysis of the cyberspace. The present methodology that was focused on Iran cyberstrategy, could be extended to other geographical contexts.
Our methodology can also be enriched by other classical sources of information, like online content. This can lead to a more comprehensive understanding of the geography of cyberspace and the cyberstrategies of Internet actors. As the environment is highly dynamic, longitudinal observations could provide an interesting window into the evolution of state's strategies according to the geopolitical context and how they contribute to shape cyberspace.
